Abstract-Securing access to data, applied to mobile service applications with temporal and spatial controlling, requires constructing innovative definitions with temporal and spatial limitations for an access-control system. To cope with the temporal and spatial requirements, we propose a generalized Temporal and Spatial RBAC (TSRBAC) model. In the TSRBAC model, temporal-period and spatial-location based entities are used to constrain the permissions of objects, user positions, and geographically bounded roles. Furthermore, we also present temporal and spatial relations of Temporal and Spatial Separation of Duties (TSSSD), Temporal and Spatial Dynamic Separation of Duties (TSDSD) constraints in the TSRBAC model.
I. INTRODUCTION
Using wireless communications to access remote database system is becoming a more and more popular means of accessing contents outside a mobile user's local machine. Mobile users can each get specific permission to access information through wireless connections dependent on their physical location [2] . One of the core techniques in a Wireless Access Database (WAD) system is Access Control (AC), which is the means by which the availability of data and resources accessible by users in a system is restricted and which both defends against illegal access by malicious attackers and prevents honest users from gaining inappropriate access and possibly causing administrative errors. New problems frequently occur when users want to access more than one WAD server at specific locations concurrently and there are period constraints for AC. For example, first, one WAD server assigns specific permission to a user, where their permissions need to be constrained by specific locations and periods. At the same locations and periods, other WAD servers also assign another specific permission to the user. The user can now access, via varying roles, the corresponding multiple WAD servers. The WAD system should support situations including, but not limited to, a WAD server assigning a user multi-roles among distinct locations and periods, or assigning a user the same role but while having different permissions among distinct locations and periods. We hereafter propose a new and improved WAD system, which can satisfy the situations mentioned above. However, accessing and manipulating information from restricted users depending on specific locations together with period constraints complicates data processing activities. There are particular constraints that make WAD system processing different from WAD system computing.
A new AC technique, role-based access control (RBAC) [1, 3 7] has established itself as a generalized approach for handling access control in large organizations. It differs from conventional identity-based access control models in that it takes advantage of simplifying access control policies by using the concept of role relations. The National Institute of Standards and Technology (NIST), in a recent study of twenty-eight organizations, has demonstrated that RBAC addresses have many different needs in the commercial and government sectors [3] .
Based on the aforementioned, the RBAC model's manners of constraining user's access to computer systems and the maturity of its models have been widely investigated. First, the conventional RBAC does not address user authentication method on applying to the multiple WAD systems environment e.g. there is more than one distinct WAD server which supports RBAC service in a system, in which each RBAC server needs to provide user authentication in order to identify the user's authorities for assigning different permissions.
However, there are three other separate issues which have not been addressed in the conventional RBAC model [7] :
Issue 1: The organization should be able to mediate access to objects based on the specific locations and the spatial dimension in which the user is located.
Issue 2: The organization should be able to mediate access to objects based on specific periods within the time dimension. Namely, the users who are in the organization can only access some specific objects between some duty periods. Physically, some applications are affected by: temporal semantics, such as workflow-based systems and organizations in which processes and functions may have limited time spans or have periodic temporal durations.
Issue 3: This issue is the combination of two issues from Issue 1 and Issue 2, which state that the organization should be able to mediate access to objects based on both the specific locations and periods within the time-spatial dimension. Specifically, the users who are in the organization can only access some specific objects at specific locations and during specific periods.
Recent research supporting Issue 1 or Issue 2 is noted below. For example, Hansen et al. [4] have proposed a Spatial Role-based Access Control model for the support of Issue 1, which utilizes location information in security policy definitions to address the spatial constraint on RBAC. Their proposed model depends on whether the requirement of accurate estimation of the mobile terminal's position is satisfied, which requires an accurate location estimation technique. In particular, location plays a key role in managing location-dependent and location-sensitive accesses. In this way, the conventional RBAC model can be extended by specifying spatial constraints on roles that are associated with users. In Hansen et al's Spatial RBAC model [4] , locations are represented by means of symbolic formalism that defines locations using location expressions that describe location areas that the system can identify. In support of Issue 2, Bertino et al. [1] proposed the Temporal RBAC model that addresses some of the temporal issues related to RBAC. The main features of this model include periodic enabling of roles and temporal dependencies among roles, which can be expressed through triggers. Particularly, in this model, time plays a key role in managing timedependent and time-sensitive accesses. That is, the conventional RBAC model has been extended by specifying temporal constraints on roles that are associated with users. Nevertheless, Bertino et al.'s Temporal RBAC model grants role-enabling constraints only. Subsequently, Joshi et al. [5] proposed a Generalized Temporal RBAC model, which can allow periodic, as well as durational constraints on roles, user-role assignments, and role-permission assignments. The Generalized Temporal RBAC model [5] extends the syntactic structure of the Temporal RBAC model [1] and its event and trigger expressions subsume those of Temporal RBAC [1] .
However, the conventional RBAC model [7] does not address Issue 1, Issue 2 or Issue 3. In addition, the models [1, 3 6 ] mentioned above did not address Issue 3.
Therefore, in order to cope with the temporal and spatial constraints on the conventional RBAC model, we propose a TSRBAC model, an extension of Hansen et al. ' s Spatial RBAC model [4] , which specifies temporal and spatial restrictions on permissions assigned to roles. The TSRBAC model can address the constraints on the set of roles and permissions that users can activate while their permissions are constrained by specific, time-spatial pairs in which a pair is defined as a temporal period and spatial location (TPSL for short) pair, estimated from the serving TSRBAC server (a WAD server). Thus, in our model, we ensure that these TPSL pairs are represented by means of symbolic formalism that define them as the expressions of specific duty-time periods and location information that describe the user's duty time together with the authorized location areas.
The remainder of this paper is organized as follows: In Sec. II, we propose a TSRBAC model and its definitions for multiple WAD servers in WAD system. An application scenario for the WAD system is described in Sec. III. This is followed by analyses and discussions of our proposal in Sec. IV. Finally, we make our concluding remarks in Sec. V.
II. TSRBAC MODEL
In order to be adaptable to the requirements of those mobile environments with both temporal constraint and spatial constraint, we propose the TSRBAC model as below. TSRBAC model is an extension of Hansen et al. ' , to which the users are assigned.
TPSLPS is represented as a TPLS pair set,
, of all subsets of TPSL pairs, where each TPSL pair is a symbolic expression by which the system describes and identifies not only the spatial domain but also the time domain. We assume that the WAD server can identify and estimate both users' temporal-periods and users' location information for legitimate users who belong to the set 
Definition 2: The generalized model of TSRBAC;
We assume that the time-spatial domain, denoted as k , covers the whole responsibility domain of the TSRBAC model. We define a subset of k TS , denoted as k , which belongs to the time-spatial domain k and reflects the access authorities have to the underlying architecture and ability to map a user's permissions on specific TPSL pairs. We also assume that a TPSL pair denoted as belonging to , 
Hierarchical role in TSRBAC

Separation of duties constrained in the TSRBAC
The proposed RBAC model [7] defines Separation of Duties as those that are to be enforced on a set of roles that may not be executed simultaneously by a user. Our model extends the concept of Separation of Duties to allow users who have been authorized to have mutually exclusive roles if they cannot be utilized in the same TPSL pair. It is similar to Static Separation of Duties (SSD) [6] and Dynamic Separation of Duties (DSD) [6] that intends to limit the permissions available to a user. It differs from SSD and DSD in that the roles are mutually exclusive and reliant on the TPSL pair in which a user is situated. That is, two roles with assigned permissions may be mutually exclusive for a given TPSL pair; however, for another TPSL pair, a user may be authorized to activate these two roles, since the set of permissions assigned to the roles may be different for distinct TPSL pairs.
We define, in our TSRBAC model shown in Fig.1 , both temporal and spatial relations SSD and DSD for a server, which are further, elaborated and defined in the next two subsections.
(1) Temporal and Spatial Separation of Duties (TSSSD) relations enforce constraints on the assignment of users to roles with regard to TPSLPs. This implies that if a user is assigned to a role in a TPSL pair, then the user cannot be assigned to another role in this same TPSL pair if these two roles are conflicting. Thus, a user may never activate two roles that share a TLSSD relation for a specified TPSL pair. This is the stronger Separation of Duty relation, and our model would be similar to the standard RBAC model if the temporal and spatial SSD relation were defined for the entire time-spatial domain. This is illustrated in Fig. 1 . The formal definition of temporal and spatial SSD is given below. 
(2) Temporal and Spatial Dynamic Separation of Duties (TSDSD) relations enforced on the permissions assigned to roles, which are activated in a user's session (see Fig. 1 ). Temporal and spatial DSD relations allow users to be assigned to two or more roles that are not conflicting when activated in separate sessions for specified TPSL pairs; however, it would generate policy concerns when activated simultaneously in a user's session for other specified TPSL pairs. This offers a great advantage compared with the conventional DSD, because one can limit the validity of the constraint to yield only in specific TPSL pairs. A conventional DSD constraint enforces restrictions on roles in the entire organization; that is, the complete time-spatial domain, while temporal and spatial DSD limits the constraint to be validly dependent on a TPSL pair such that a user may activate conflicting roles within a session for a TPSL pair, other than the TPSL pair itself, for which the temporal and spatial DSD constraint is specified. This is illustrated in Fig. 1 . The formal definition of the temporal and spatial DSD is given below. is, the user is not assigned to another role 3 3 , l
in this TPSL pair 3 3 , l . In Fig. 2 , according to Definition 5, no users are allowed to activate both 2 B and 5 B in a specified TPSL pair 3 2 ,l , in a single session, i.e., server enforces the constraint that neither the user nor may never activate these two roles for a single user's session in a specified TPSL pair 3 2 ,l . Finally, after successfully performing a user's authentication by way of a WAD server, a user can be allowed to access this WAD server. Thus, our model extends from the Hansen et al.'s Spatial RBAC model [4] for which extends the conventional RBAC model to access not only the temporally sensitive constraint but also the spatially sensitive constraint.
IV. ANALYSES AND DISCUSSIONS
Two important characteristics in our TSRBAC model are analyzed in the following, where the model applies to associated RBAC servers in the WAD system. [5] Generalized Temporal RBAC model is capable of expressing a wider range of temporal constraints and also allows expressing periodic as well as durational constraints on roles, user-role assignments, and rolepermission assignments, however, it does not address user authentication and spatial constraints. Hansen et al.'s [4] Spatial RBAC model specifies spatial restrictions on permissions assigned to roles, which can be used to constrain the set of roles and permissions that a user can activate at a given location, yet it does not address the user authentication and temporal constraints.
V. CONCLUSION
We have proposed a Temporal and Spatial RBAC model that allows specification of a comprehensive set of temporal and spatial constraints. In particular, all users will be authenticated first from their serving WAD server, where each server defines the related relations of
TLSSD and k TLDSD via our TSRBAC model. The constraints on role enabling and role activating, and various temporal and spatial restrictions on user-role and role-permission assignments, can be specified multiple WAD servers, in the WAD system, through the TSRBAC model. We have also presented the temporal and spatialbased semantics of hierarchies, temporal and spatial SSD and temporal and spatial DSD constraints. We also present an associated role-hierarchical relation that is the definition extended from basic TSRBAC model for the associated WAD servers in a WAD system. Additional extensions from both relational definitions of the spatial SSD and spatial DSD include the associated temporal and spatial SSD and associated temporal and spatial DSD for application in a practical WAD system. Furthermore, incorporating temporal and location information in the RBAC as proposed in this paper would enable the RBAC to be implemented in wireless computing environments. 
